WHAT IS CLAIMED IS: 



1. A security management apparatus for managing the security of a 
prescribed device, said apparatus comprising: a position detecting section 
detecting a position of said prescribed device; and a control unit changing a 
security level of said prescribed device according to the position of said 
prescribed device detected by said position detecting section. 

2. The security management apparatus according to claim 1, further 
comprising a security information storing section storing security levels of said 

... prescribed device in association with positions of said prescribed device, 

wherein said control unit changes the security level of said prescribed device 

m into one of the security levels stored in said security information storing section 

based on the position of prescribed device detected by said position detecting 

£n section. 

"p| 3. The security management apparatus according to claim 2, wherein said 
fU security levels stored in said security information storing section are associated 
P with users, and said control unit changes the security level of said prescribed 
f U device into one of the security levels stored in said security information storing 

section based on the position of said prescribed device detected by said 

position detecting section and one of said users. 

4. The security management apparatus according to claim 3, wherein said 
apparatus has a login function capable of receiving and setting said users as 
corresponding user identifiers. 

5. The security management apparatus according to claim 2, further 
comprising a security information setting section inputting information to be 
stored in said security information storing section, or changing or deleting 
contents stored in said security information storing section. 
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6. The security management apparatus according to claim 1 , wherein said 
security levels each include an object on which security control is performed by 
said control unit, and a content of the security control. 

7. The security management apparatus according to claim 6, wherein said 
object on which security control is performed comprises at least one of files, 
folders, directories and programs handled by said prescribed device. 

8. The security management apparatus according to claim 6, wherein said 
content of security control on said object comprises a kind of an access right. 

9. The security management apparatus according to claim 1 , wherein said 
apparatus is installed in said prescribed device. 

1 0. The security management apparatus according to claim 1 , wherein said 
control unit comprises an OS, and said prescribed device comprises a personal 
computer. 

11. A security management method for managing the security of a 
prescribed device, said method comprising: detecting a position of said 
prescribed device; and controlling to change a security level of said prescribed 
device according to the position thereof detected in said position detecting step. 

1 2. A security management program for managing security of a prescribed 
device, said program adapted to make a computer execute detecting a position 
of said prescribed device, and controlling to change a security level of said 
prescribed device according to the position thereof detected in said position 
detecting step. 

13. The security management program according to claim 12, wherein said 
control step is executed by an OS. 



21 



1 4. A program stored in a prescribed device for making, upon detection of a 
position of said prescribed device, a computer perform security control on said 
prescribed device while referring to security levels, which are stored in advance 
in association with positions of said prescribed device, based on said position of 
said prescribed device detected. 

15. The program according to claim 14, wherein said program is an OS, 
and the security control of said prescribed device is performed as a part of 
functions of said OS. 

M; 16. A data storage medium readable by a computer, said medium storing 

P data for the processing of managing the security of a prescribed device, said 

in medium further storing positions and security levels of said prescribed device in 

ft association with each other, said security levels being information which is 

Cn referred to based on a detected position of said predetermined device, whereby 

I security control on said prescribed device is performed based on a result of the 

H reference. 

ru 

p 17. The data storage medium readable by a computer according to claim 

ru 1 6, wherein said positions and said security levels are variable. 

18. A security level editing program for inputting or deleting or changing the 
information stored in said computer-readable data storage medium as set forth 
in claim 16. 
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